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Annomayus. B cratbe paccMaTpuBaeTCs psA TEPMHHOJIOTMYECKMX HOMUHALUN U3
oOnacti MHGOPMALMOHHON 0€30IIaCHOCTH, cO37JaHue M (YHKIMOHMPOBAHUE KOTOPBIX
00yCJIOBJIEHO KOHLIENTyalu3aluedl U MHTEpIpeTaluell Ha MEHTAJIbHOM U A3BIKOBOM YPOBHSX
bopMHpyeMOro M penpe3ecHTUPYEeMOro 3HaHus. B naHHOW 4YacTH CTaThu paccMaTpUBAETCS
00yCIJIOBJIEHHOCTh ~TEPMHHOTBOPYECTBA B3aMMOJECMCTBUEM KOTHUTHUBHBIX M  SI3BIKOBBIX
MexaHu3MoB. [loaTBepkIaeTcss BOBIEUEHHOCTD B IIPOLIECCHl KOHLIENITYyalIn3allii, HHTEpIIPETaluu
U A3BIKOBOM HOMUHALIMK 3HAHUS PA3JIMYHOIO THUIIA.
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BBenenue

B3auMoCBA3p S3bIKa M CO3HAHMS, OOYCIOBJIMBAIOIIAA IPOLIECC SI3bIKOBOM
HOMMHALMK, ObUIa MOATBEP:K/ICHA B IEPBOM YaCTHU CTAThU HA OCHOBE PEKOHCTPYKLIUU
B BepOabHOM (opmaTe (peliMa, paccMaTpUBAEMOI0 KaK KOTHUTHUBHAs CTPYKTypa
3HAHUS, PENPE3CHTUPYIOWAs MPOTOTUIIMYECKYI0 CHUTYalMI YIPO3bl XHILECHUS
KOH(UACHIINAIBbHOW HH(OpPMALIMK Yepe3 HE3aKOHHBIH TO0CTYII K CUCTEME €€ XPaHEHHU,
B TOM YHCJIE€ TyTEM MICUXOJIOTHYECKOT0 MaHUITYJIMPOBaHUA ee obnanareneM. Pemenue
JNANBHENIINX 3a/1a4 UCCIIEOBAHNS CBA3aHO C AHAJIM30M JICUCTBHS MHTEPIPETALNN HA
MEHTAJIBHOM M BEepOaJIbHOM YPOBHSIX, KOTOPOE PEATTU3YETCSI MOCPEICTBOM AKTHBAIUH
M B3aMMOJICHCTBUSI KOTHUTUBHBIX U S3BIKOBBIX MEXaHHU3MOB, O00€CIEUYHBAIOLIUX
MIOPOXKACHUE TEPMUHOJOTHYECKNX HOMUHALIMK C IPUBJICYEHUEM 3HAHMS PA3JIUYHOIO
THUIIA.
TepmuHooOpa3oBaHne Kak pe3yJbTAT MHTEPNPETANNH 3HAHUS HA MEHTAJIbHOM
U SI3bIKOBOM YPOBHSIX

CopeprkaHre MPOAHATM3UPOBAHHOTO AMIIMPUUYECKOTO MaTepHalia MOKa3bIBaeT,
YTO, OCMBICIISISI CUTYaIUI0/COOBITHE BO3MOKHOTO XHUINEHUS] HHPOPMAILIUU, CyObEKTHI
npodeCCUOHAIBHOM ~ JIEATENIbHOCTH,  Ojarojaps  CBOUM  METAaKOTHUTHUBHBIM
CIIOCOOHOCTSIM, aKTUBUPYIOT C(DOPMUPOBABIIYIOCS B MPOLIECCE KUZHEAEATEIbHOCTH
0a3y 3HaHUH U OMNpPEAENSIOT COOBITHE KaK IOTEHIMAIbHYI YIpo3y HOCHUTEIIO
uHpopmanuu: CyObeKTy, SJIEKTPOHHOMY YCTPOMCTBY WJIM HMHOMY CpPEICTBY €€
XpaHeHusi. BO3MOXXHOCTh mepenaTh ATOT CMBICI OCYLIECTBIAECTCS Yepe3 BbIOOP
MMEIOIIEroCs S3bIKOBOIO 3HAKA, B 3HAYEHUM KOTOPOTO CEMa «yrpo3a» SBIISETCS
snepHoil. Bwibop nekcembr threat B kadecTBe pogoBOro MMEHH (HOPMHPYEMOTO
KOHIIENITA PacHIMPsIeT SKCTCHCUOHAI 3HaYeHusl cioBa (cM. 3HaueHue 1. a situation or
activity that could cause harm or danger B [1]). Ilpu 3TOM pe3yabTar AcHCTBHSA
KOTHUTUBHOTO MEXaHU3Ma [MEepPCHeKTUBU3aAUMU OyJIeT NpPeACTaBICH JUIIb MpH
ynoTpeOJeHNH JaHHOW €IWHUIBI B CICHHMAJU3UPOBAHHOM KOHTEKCTE, Oyaydu
OOBEKTUBUPOBAH B JIe()UHULIMHU S3bIKOBOTO 3HAKA, BBIIOJHSIOUIETO 37€Ch (YHKIUIO

tepmuHa: A potential violation of security. Any circumstance or event with the potential
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to adversely impact organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other organizations, or the Nation
through an information system via unauthorized access, destruction, disclosure,
modification of information, and/or denial of service [2]. 3ameTum, uto naHHAas
AeUHHUIMS COJACPKUT HMEHA KOHIENTOB, MPEACTABICHHBIX ClOTaMHu ¢peiima,
PENpPEe3eHTUPYIONIETO FIKCIEPTHOE 3HAHUE O MTPOTOTUNNYECKON cuTyanuu (cM. Yacts |
JTAHHOM CTaThH).

Cnegyer Takke ykas3aTb, YTO B JUCKypce HH(OPMAIMOHHBIX TEXHOJOTHI
HCTOYHUK HpeﬂHOHaFaeMOﬁ YI'pO3bl HHTCPIIPCTHUPYCTCA KaK CBSI3aHHBIN C JaHHBIM
MOHATHEM OTHOIIEHHUEM «COOBITHE-UCTOYHHUK COOBITHSY. TakuM 06p330M, MEXaHHN3M
KOTHUTUBHON METOHUMUHU 00YCIIOBIMBAET BHIOOP JAHHOTO TEPMUHA ISl 0003HAUEHUS
HCTOYHHKA YI'PO3bl, 4 TCPMHH CTAHOBHUTCSA MHOI'O3HAYHBIM BCJICACTBHC IIGIZCTBPISI
SI3BIKOBOTO MEXaHM3Ma METOHHMHYECKOTO TiepeHoca 3HadeHus: threat — the potential
source of an adverse event [3]. [JanpHeiimas MHTEpIpPETANUs 3HAHKUS O KOHIICHTE
peanu3yeTcss uepe3 KOTHUTHBHBIM MEXaHW3M MNPOQWIMPOBAHUS OJHOTO U3
KOHIOCIITYAJIbHBIX ITPU3HAKOB, 4 UMCHHO «JIOKallUd HCTOYHHKA YIPO3bl OTHOCUTCIILHO
CUCTEMBI/yCTpOiiCTBa XpaHeHusi uHpopmarnum». Ha ypoBHE s3bIKa C IEJIBIO
0003HaUYEeHU IMPOTUBOIIOCTABIIICMBIX Had OCHOBC 3TOI'O ITPU3HAKa Cy6KaTCFOpI/IaJ'IBHBIX
KOHIIENITOB MO MOJIENIM aHaJuTU4YecKoro nepuBata Attr+N cosnmarorcs o0o3HaYeHUSs
MOJIy4YEeHHOTO pe3yJbTaTa CyOKaTeropu3aluu:

inside(r) threat — an entity with authorized access (i.e., within the security

domain) that has the potential to harm an information system of enterprise through
destruction, disclosure, modification of data, and/or denial of service

outside threat — an unauthorized entity from outside the security domain that has

the potential to harm an information system of enterprise through destruction,
disclosure, modification of data, and/or denial of service [3].

AHaJIOTHYHO PACCMOTPCHHBIM BBIIIC ITPpOHCCCaM HHTCPIPCTAIWN 3HAHUSA O
COOBITUM U BBIOOPY MOTHBUPYIOIIUX OCHOBAHWUU TOPOXKICHUS €ro O0003HAYCHHUS
MOXHO, IIO-BUIUMOMY, OOBSICHUTL H MCHTAJIbHYIO HHTCPIIPECTAIHUIO Cy6’beKTOM

ITIO3HAHUS OTIEIbHBIX JECUCTBUM 3JI0YMBIIUIEHHUKA 10 OTHOLIEHUIO K MATEPUAIIBHOU
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cucteMe xpaHeHuss uHPopMauuu. [l o0003HAUEHHS TAaKOBBIX HCIOIB3YIOTCA
CAUHUIBI  OOIICHAIIMOHAIBHOTO f3bIKA C MOCJEAYIOIUM SKCIUTUIIMPOBAHUEM
MpuU3HaKa  «o0yacTh  pealu3aluv  JCUCTBUS» B JCUHULIMM  TaKHUX
TEPMHHOJIOTH3yeMbIX eauuull (intrusion — unauthorized act of bypassing the security
mechanisms of a system; To xe - penetration [3]). Heo6xoaumocTs TpouInpoBaHus
OMPE/ICIICHHBIX MPU3HAKOB KOHLENTYAJIM3UPYEMOTO JEUCTBUSL PEATU3YETCs B SI3BIKE
Yepe3 MEXaHU3M AHAIUTHYECKOM JepUBali. B OHOMacHOI0THYECKON MOIENIA TAKUX
eUHULl MPOQUIMPYEMBIN TPU3HAK BCET/Ia MPECTABIICH SKCIUTUIUTHO:

- HAJIMYUE/OTCYTCTBHE MpaBa Ha MOJy4YeHHE MH(POPMALUU TPU COBEPIICHUU
JICHCTBUS B OTHOIICHUW €¢ BJaJesblla WM YCTPOMCTBa ee xpaHeHus: unauthorized
access, unauthorized disclosure; snement information 3mece uUMILTUIIMPOBAH
MOTHUBHUPYIOIIUM CYXKIECHUEM U TIOJIBEpraeTcs JUIUICY NMPU 00pa30BaHUM JIEPUBATA;

- cioco0 coBepieHus aerictBus: online attack, miu cyberattack; B mocinennem
TEPMHHE 3JIeMEeHT CYDer- coxpaHeHHas 4acTh ciioBa Cyberspace; cp. cyber attack - an
attack via cyberspace targeting the enterprise's use of cyberspace for the purpose of
disrupting, disabling, destroying or maliciously controlling a computing
environment/infrastructure; or destroying the integrity of the data or stealing
controlled information [3]; naHHYO S3BIKOBYIO €IMHUILY MOXHO PacCMaTPHUBATh KaK
pe3yJIbTaT JeUCTBUS A3bIKOBOIO MeXaHu3Ma ab0peBranuu (KOHKPETHO — CTSIKEHUS);

- UMIUTMITUPYEMBIN pe3ynbTaT U olleHKa aeicTBus: data breach; mopoxnenue
ATOTO TEpMHHA OOYCIIOBJIEHO JEHCTBHEM MEXaHU3Ma KOHIIENTYaJbHOW METOHUMUM:
MEHTaJIbHass MHTEPIIPETaIlns moMeniaeT B (pOKyCc BHHMaHHsS CMbICT SOmeone does
something that goes against accepted rules or social behaviour [1], a Ha s361KOBOM
YPOBHE OCYILIECTBJISICTCS METOHMMHYCCKUH IMepeHOC 3HauyeHus cioBa breach mo
momenn CUTYALIUS — JENCTBUE (B oroi cutyaruu). B pesynbTare BO
BHYTpeHHEl (opme SA3BIKOBOIO 3HaKa MNpoduiaupyercs OOBEKT JEHCTBUS W
uMIUMIpyetcs pesyabtar neiictsus (failure to secure information) u ero HeratusHast
oreHka (goes against accepted rules or social behaviour).

OHOMAacCHOJIOTUYECKUY AaHAIN3 AHAIUTHUYECKUX JEPUBATOB MOKA3bIBAET, YTO

KaTeropuajbHasg  NIPUHAJJICKHOCTL HOMHMHHPYEMOI'O  KOHICNTa HE  Bceria
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AKCIUTMIMPOBAHA 3JIEMEHTOM, BBIMOJIHSIONMM POJb OHOMACHOJIOTHYEecKoro 0Oasuca,
cp.: inside(r) threat (kareropus cyObeKkTa HE IpEIACTaBICHA B MaTepHAIbHOU
crpykrype 3Haka threat) m unauthorized user (kateropusi cyObeKTa IpecTaBlicHA
DJIEMEHTOM -€).

OcwmbicieHHE ¥ HMHTEpPOpETalus KOHLENTyalu3upyeMoil uHpopManuu
OCYLIECTBJISIETCS TAaKXK€ C ONOpPOMl Ha CHEHHUAIbHOE 3HAHME KaK M3 COOCTBEHHOU
00J1aCTH CyObeKTa HAyYHO-TIPAKTUYECKON NeATEeIbHOCTH, TaK U U3 JAPYTUX o0iacTei
3HaHuA. KoHuenTtyanm3anyus HTHCTPYMEHTOB BO3ICUCTBUSA Ha HOCUTENS WH(opManuu
(cyObekTa Ui yCTpOWCTBO) C LIEBIO XUILEHUS MH(OPMAaLIK ONIMPAETCs Ha 3HAHUE O
pa3paboTKe MPOrpaMMHOIO O0ECTEYEHUs] — KOMIIBIOTEPHBIX IPOrpaMM, KOTOpHIE
MOTYT CIYXKUTh TakuM HWHCTpyMeHTOM. PomoBoe wumsa konmenta COMPUTER
PROGRAMM  (ITPOTPAMMHOE  OBECIIEYHEHHWE/ KOMIIBKOTEPHASA
I[TPOTPAMMA) npencrtaBieHO Ha 0a30BOM YpOBHE KaTeropusaldd TEPMUHOM
software. Ilomararor, 4YTO B KayecTBE TEPMHHA O0JaCTH HHOOPMAIIMOHHBIX
TEXHOJIOTHMH DdTa €QWHMIIA IIOSABHIIAChH B AHIVIMHMCKOM s3bIlke B 1960-X romax Kak
IIPOTUBOIIOJIOXKHAS 10 3HAUCHUIO IpyroMy TepMuHy — hardware — u Obu1a oOpa3oBaHa
110 TOM e Mojienu [4]. B mocnemyromem ocHoBa — Ware nmpuoopena B TepMHHOCHCTEME
WH(POPMAIIMOHHBIX TEXHOJOTUH CTaTyC TEPMHUHODIEMEHTa, HCIOJIb3YyeMOTo Tpu
CO3/IaHUU PAJa TEPMHUHOB IO CIOBOOOPA30BATEIHFHBIM MOJIETISIM aHTJIMICKOTO SI3bIKa
(spyware, scareware, etc.); mpu 3TOM 3Ha4YeHHME TepMuHa SOftware mMmoJHOCTBIO
coxpaHsercsa. B acrekrte BO3IEHCTBUS Ha CUCTEMY XpaHEHHs HH(popMmammu 3TOT
KOHIENT HMHTEPIpPETUpyeTcs dYepe3 NpoPMIMPOBAaHUE OTPULIATEIBHON OICHKU:
malicious software (TepMuH cyIiecTByeT Takke B (hopMe aOOpeBHATYPBI-CPALICHHS
malware).

Bonee nHTEpeCHBIM NpPEACTABISIETCS TO, YTO MPU KOHLENTYaTU3aluu Pa3HbIX
TUTIOB TMPOTPAMMHOTO OOECTICUeHUs] W WHTEPIPETAllMd TOJYyYEHHOTO 3HAHUSA
oCylIeCTBIsieTcsl oOpanieHre Kk Mojaenu konuenrtyanbHoi Meradgopsl APTEDAKT —
OTO CYBBEKT c nocnenyrommm npopuiupoBaHueM KOHIENTYalIbHBIX MPU3HAKOB

3TOTO «CyOBEKTa» IO BBIMOJIHAEMOMY MM JICHCTBHIO: Spyware, scareware, adware (B
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JaHHOM clly4ae uMmeeT Mmecto abOpeBmanus: ad — ot advertizing; "software that
automatically displays or downloads advertising” [4].

OTI[GJILHBIG QJICMCHTHI 3KCIICPTHOI'O0 3HAHUS, YIACTBYIOIIMEC B MHTCPIIPETALINA
HOBOM I/IH(bOpMaHI/II/I, B CBOC BpCMA ObUIM 0003HAYEHBI CIAVMHHUIIaMH ITOBCEAHEBHOI'O
A3bIKa, MOJYYUBIIUMHU B UCKypce MH()OPMAIIMOHHBIX TEXHOJOTM HOBOE 3HAUCHHE
BCJICACTBHUC I[CflCTBI/IH KOTHUTHUBHOTO M€XaHHU3Ma MCTa(l)OpBI U A3BIKOBOI'O ME€XaHHU3Ma
meTtadopusanuu, Hampumep 1o Moxemu 3PUTEJIBHOE JIEMCTBUE — DTO
OBOHATEJIPHOE JEMCTBUE: sniffing (ot sniff — to smell something [1]) — seeing
all packets, which are passed through wires or sometimes through air for wireless
networks [3]. WuTepnperamnus wHGOpMaIud 00 MHCTPYMEHTE, OCYIIECTBICHHAS C
TIpHUBIICUEHHEM KOTHUTHBHOTO MeXaHH3Ma MeTadhToHIMuH 110 Mojensim JEMCTBUE
— NCITOJIHUTEJIb HEﬁCTBHﬂ + APTEDAKT — 3TO CYBBEKT, o6ecneunna
CO3JIaHMEe MMEHHM KOMITBIOTEPHOM MporpamMmbl Kak nepuara Sniffer (ocxosa sniff- +
KaTeropusaTop -er), B o0pa3Hoi ¢hopme npoGrinpyromero NpUuHIUI IeUCTBUS ATOM
porpaMMBbl, pacKpbiBacMbIi B Aeduuuimy Tepmuna: an application or device that
can read, monitor, and capture network data exchanges and read network packets. If
the packets are not encrypted, a sniffer provides a full view of the data inside the packet
[5]. Malicious actors can use sniffers to capture encrypted data like passwords and
usernames in network traffic [6].

Nurtepec mpencraBnsier u  oOpa3oBaHME€ TEpPMHHA HA  OCHOBAHHH
MHTEPHPETUPYIOUIETO CPAaBHEHUS HCIIOJIBb30BAaHUS MPOTrpaMMHOTO olecreyueHus
(meiicTBUE) C TOBCEIHEBHBIM 3HAHWEM O TPOIECCe PBHIOATKU, KOT/Aa HCIOIB3YeTCs
ompeseNieHHas HaXXUBKa (371eCh, HATPUMED, Kakasi-To OecryiaTHas mporpamma 1 T.11.).
HpI/I 9TOM Ha S3BIKOBOM YPOBHC HMHTCHIHMOHAJBbHO MCHACTCA MaTCpHUaJIbHaAA (bopMa

TEepMUHOJOTHYECKOW HomuHarmu: pPhishing (n.) "fraudulent attempt to obtain

sensitive information such as usernames, passwords and credit card details by
disguising oneself as a trustworthy entity in an electronic communication”, (by 2000
many sources cite usage from 1995 among hackers, and the thing itself was active by
then); an alteration of fishing (n.); perhaps by influence of phreak and the U.S. rock

band Phish, which had been performing since 1983 [4]. Cm. Takxke: Phishing is a type
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of internet fraud that seeks to acquire a user’s credentials by deception. It includes the
theft of passwords, credit card numbers, bank account details, and other confidential
information. Phishing messages usually take the form of fake notifications from banks,
providers, e-pay systems, and other organizations. The phishing attempt will try to
encourage a recipient, for one reason or another, to enter/update personal data [6].
[IpumepoM  KOHIENTyaiM3anuu  HWHPOPMAIMA C €€  TOCIeTyIOIIei
UHTEpIIpeTalie uepe3 oOpallieHne K TMOHATHUSAM Jpyrux obOnacted 3HaHUSA (B
YaCTHOCTH COLIMOJIOTHH) MOXKET MOCIYXUTh (POPMUPOBAHUE COACPHKAHUS KOHIIENTA
social engineering (u mpousBoaHoro ot Hero social engineer). B ¢okyc BHUMaHUS
CTaBUTCA CMBICII «YMCHHC OpPIaHH30BaTh YbI0-JIN00 ACATCIIBHOCTh C TECJIBIO
JTOCTUKEHUS TUIAHUPYEMOTO pe3yJjbTara MyTeM MaHUMYJIUPOBaHUS (YOSKICHUS )Y
(cMm. Social engineering originally mean that planned social change could be achieved
by manipulation, usually by governments [7]). B o6nactu wuHbOpManroOHHON
0€30IIaCHOCTH PTOT CMBICII AAaJICC YTOUYHACTCA B ACIICKTC o0BeKTa MaHUITYJIATUBHOI'O
BO3JICICTBUSI W 1I€JICBOM HAIMpaBICHHOCTH MaHUMNYJUpoBaHus. OTpuuareibHas
OLCHKa COACPIKUTCS B I[e(l)I/IHI/II_[I/II/I TepMI/IHa: OHa IpCACTaBJICHA B CCMAHTHUKE CJIOBA
manipulation, a Takke B CEMaHTHKE MHBIX JIEKCHUCCKUX €IUHHII, PEPE3CHTUPYIOLINX

cozepkanue nousTus (moauepkHyTo Hamu): Social engineering can be defined as the

act of manipulating human beings, most often with the use of psychological persuasion,
to gain access to systems, containing data, documents, and information that the social

engineer should not have access to obtain [8, c. 1]. The practice of penetrating system

security by tricking individuals into divulging passwords and information about
network vulnerabilities [5].

[IpumepoM metadopuyeckoil HHTEpIpeTauu HHPOPMAIUU O KOMIIBIOTEPHOM
nporpaMMe B acliekTe Mpo(puIupoBaHusl €€ ACHCTBHs, OCHOBAaHHOM Ha 3HAHUU U3
00JIaCTU €CTECTBEHHBIX HAyK, SIBJIAETCS MCIOJb30BaHUE i 00O03HAYEHUs TaKOU
BPEIOHOCHOM MPOrpaMMbl TEPMUHA COOTBETCTBYIOIICH TEPMUHOJIOTHH VIrus. Moienb
KoHIlenTyansHOi Metadopsl APTEDAKT — DTO XHWBOW OPTAHH3M
oOycioBnuBaeT MeTadopHu3alUI0 JaHHOW JIGKCUYECKON €IUMHUIBI B TEPMUHOCUCTEME

MH(POPMALIMOHHBIX TEXHOJIOTUHA B LEJNOM, a AeUHUIUS TEPMHHA SKCIUTMIHUPYET
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npoPUIUPYEMBbIM MPHU3HAK, 3aKPEIJICHHbIH B 3HAYEHHHM JIEKCHUYECKOW E€IWHUIIBI B
TEPMHHOCUCTEME-HCTOUHNKe (moguepkuyTo Hamu): Malware that replicates,
commonly by infecting other files in the system, thus allowing the execution of the
malware code and its propagation when those files are activated [5]. A Virus is a
malicious computer program that is often sent as an email attachment or a download
with the intent of infecting that device. Once the device is infected, a virus can hijack
the web browser, display unwanted ads, send spam, provide criminals with access to
the device and contact list, disable security settings, scan, and find personal
information like passwords [9].

MO:KHO OTMETHUTH U UCIIOJIL30BaHNUE 3HAHUS MH(I)OJIOFI/I“ICCKOﬁ KapTHHBI MHUpPa B
nporecce KOHIENTyallM3allMyM M HHTEpHpETAallMd HHCTPYMEHTOB, IIPHUMCHSICMBIX
3JIOYMBINUVICHHUKOM C HCJIbKO IIOJIYYCHHA  JOCTyIIa K HH(l)OpMaIII/II/I. TaK,
NpoQUINpPOBAHUE TPHU3HAKA «CKpbITas yrpo3a» UM HCIOJb30BaHUE MOJIEIH
KoHIENTyanbHoit Metadopsl APTE®AKT — 3TO MUPOJIOTMYECKUI OFBEKT
(IpenCcTaBISIOMINIA CKPBITYIO Yrpo3y) JaeT OCHOBAaHME [IJIi BBHIOOpa B KadecTBE
0003HAaYCHHS TAKOW KOMITBIOTEPHOM MPOTpaMMBI MPELeCHTHOTO UMEeHH Trojan horse
(Trojan) — a program containing hidden code allowing the unauthorized collection,
falsification, or destruction of information [2]. JaHHBIH TepMUH B TEPMHHOCHUCTEME
MH()OPMAIMOHHBIX TEXHOJIOTUIA UMEET CTaTyC (Ppa3eoIorHuecKoi e IMHULIbL, TPU ITOM
€ro JJJIMIITUYCCKaAa (bopMa HCIIOJIB3YCTCA  JIA 0603Ha‘IeHI/I$I Pa3HOBUIHOCTHU
KOHLICTITYaJIM3UPYEMOT0 TIOHSTHUS, B COJAEPXKAHUU KOTOPOro (POKycupyeTcs THIl
noxuinaemMori uHpopMmaiu (moadepkHyto Hamu): Banker Trojan — a malicious

computer program that intercepts sensitive personal information and credentials for

accessing online bank or payment accounts [6].

[Tpumepom obpaieHus K COOCTBEHHO SI3BIKOBOMY 3HAHHIO ITPU T€HEPUPOBAHU T
0003HAYCHHS KOHIICNITYaIM3UPYyEeMOT0 JCUCTBUS W €r0 HMHTEPIPETAIUI0 depes
MOHATUE «Trpabek», MOryT ciuyxkuTh Ttepmunbl clickjacking u cryptojacking.
OdeBuaHO, YTO 0€3 3HAHUS 3HAYCHHS CIIOBOOOPA30BATEIBHBIX JIEMEHTOB U MOJICIU
00pa30BaHUs CIOXKHOIPOU3BOIHON EWHUIIBI CO3IaHNE YKa3aHHBIX €AMHUIL ObLIO ObI

HEBO3MOXKHBIM (cM. ucxoxHoe: hijack (v.) by 1922 (perhaps c. 1918), American
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English, of unknown origin; perhaps from high(way) + jacker “one who holds up"
(agent noun from jack (v.)). In early use "to rob (a bootlegger, smuggler, etc.) in
transit;" sense of "seize an aircraft in flight" is 1968 (also in 1961 variant skyjack),
extended 1970s to any form of public transportation. Related: Hijacked; hijacking.
Related: Hijacker. [4]. B nmanHOM ciydae MOXHO PEKOHCTPYHPOBATh JCHCTBHUEC
MEXaHU3Ma KOHIICTITyaJIbHOW JepUBAIMK, OOECIICUMBAIOIIECTO IMEPEeHOC B (PoKyc
BHHUMAHUA CMBICJIOB, IIPCACTABJICHHBIX AICPHBIMU CCMAMU ITPOU3BOIAIINX OCHOB IIPH
dhopMupoBaHUM COZEPKaHUSI HOBOTO KOHIIENTa. B KaXxa0M U3 CO3JaHHBIX TEPMUHOB
BO BHYTpEHHEH (hopMe S3bIKOBOH eTUHMIIBI (POKYCHpYETCsi CMBICI FOb (wiu seize), o
BTOpOI71 (1)01(}70 COBIIAAaCT HC IIOJHOCTBIO: B OAHOM CJlIy4da€c — O3TO I[GﬁCTBPIG,
MIPUBO/IAILEE K XUIEHUIO HH(GOpMAIKH, a B APyroM Gokycupyercs u uadopmaius 0o
o0ObeKTe XuIlleHUs (B JAaHHOM Clly4ae 3TO JIGHBIM B BUPTYyalbHOU (dopme)
(MOYEPKHYTO HAMU):

Clickjacking involves tricking someone into clicking on one object on a web
page while they think they are clicking on another. The attacker loads a transparent
page over the legitimate content on the web page so that the victim thinks they are
clicking on a legitimate item when they are really clicking on something on the
attacker’s invisible page. This way, the attacker can hijack the victim’s click for their
own purposes. Clickjacking could be used to install malware, gain access to one of the
victim’s online accounts, or enable the victim’s webcam [6].

Cryptojacking consists of hackers using the computing power of a compromised

device to generate or “mine” cryptocurrency without the owner’s knowledge. Mining

can be performed either by installing a malicious program on the target computer or
through various kinds of fileless malware. Sometimes attackers take over part of the
computer’s processing power when a page containing a special mining script is opened
[6].

OObeM cTaThu HE MO3BOJSET MPOAHAIM3UPOBATH BCE TEPMUHBI U3 MOIYyYECHHOU
B XOJ€ WCCIEIOBAaHWSA BBIOOPKH, BXONAIIME B pa3HbIE CIOTHI  (peiima,
PEIPEC3CHTUPYIOMICIO 3HAHHUEC O HpOTOTI/IHI/I‘{eCKOﬁ cuTtyallii IIOTCHIOHAJIbHOI'O

XuieHus: nHpopmaluu B npouecce MHTepHeT-KOMMyHUKauu. Bo3mMoxHO, He Bce
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TEPMHMHBl JAaHHON 00J1acTH, OOBEKTUBUPYIOUIME KOHLENTHI, XapaKTEepU3YHOIINe
OIKCBHIBAEMYIO CUTYAIINIO, OBLIIM YUTEHbI HaMU. B paboTe Takke He paccMaTpUBAIUCh
0003HAUYECHUSA KOHIIENTOB, HMEIOIIME O0OOUIAIONIMI XapaKTep, BBICTYMAIOIINE
MMEHAaMH OJHOMMEHHBIX KaTerOpuil M MpPEACTaBICHHbIE B JE(PUHULUAX ITHX
KOHIICTITOB/TIOHATHH (Hampumep, computer program). Tem He MeHEe, MPOBEICHHBIN
aHaJIM3 IO3BOJSIET CAENaTh ONPEJECICHHBIE BBIBOJABI O POJIM HHTEPIPETUPYIOLICH
JESITEIbBHOCTH CO3HAHUSA M HMHTEpHpeTHpyomed (QyHKIMU s3blKa B IMOPOXKICHUU
TEPMUHOJIOTHYECKUX HOMUHALIUN, PENPE3ECHTUPYIOIINX SKCIEPTHOE 3HAHUE.
3akiouenue

PeKOoHCTpyKIIMST MEHTAIbHOW CTPYKTYPbl XPAHEHUs 3KCIEPTHOTO 3HAHMS O
IIPOTOTUINYECKON CUTyallMHd, PENPE3CHTUPYIOMIEM MHOXKECTBO BAPUAHTOB €€
pealli3alyy B pealbHOM MUPE, Hapsly C aHAJTU30M OObEKTUBUPYIOLIUX €€ 2JIEMEHTHI
A3BIKOBBIX €JIMHULI-TEPMUHOB, MOATBEPKIAET B3aUMOJCHCTBUE MEHTAJIBHBIX H
A3BIKOBBIX TIPOLECCOB M MeXxaHW3MoB. KoHuenTtyanuzauuss M HWHTEpHpETaLUs
JNEHUCTBYIOT NPAKTUYECKHM OJHOBPEMEHHO Ha MEHTAJIIBHOM M SI3BIKOBOM YPOBHIIX,
00ycCIoBIMBAs BBIOOD BepOaNbHOU (opMbI nepeAayd  MOJy4EHHOU
uHdopmaruu/3Hanus. HecMoTpss Ha TO, YTO B CHEIMATM3UPOBAHHBIX OOJACTAX HMX
NEHUCTBUE B OIpPEACIICHHOM CTENEeHH 3aBUCUT OT KOHTEKCTa (JIoMeHa, o0sactu
AKCIIEPTHOTO 3HAHUSA), CYOBEKT O3HABATEIBHOM IEATETbHOCTH AKTUBUPYET BCIO 0a3y
MMEIOILET0Cs Y HErO 3HaHMsI, YTO MO3BOJISIET CO3/1aBaTh HE TOJBKO A3BIKOBBIE 3HAKH C
JIETKO YUTaeMOW BHYTPEHHEH (hOPMOMi, SKCITUIIUPYIOIIEH Co/iepKaHue KOHIIEITa, HO
U o0pa3Hble HOMHMHAIIMM, CEMAaHTHKAa COCTAaBHBIX 3JEMEHTOB KOTOPBIX MOXET
UMIUTMLIIAPOBATh OTAEIbHBIE CMBICIBI, JTUOO TaKUe EAMHMIIBI HUKAaKUM 00pa3oM He
OTpaXaroT 3TO COAEPKAHUE, XapaKTEPU3YsICh UIMOMATUYHOCTBIO.

AxktuBanmst 0a3pl 3HaHHUA CYOBEKTa C II€JIbI0 COMOCTaBJICHHUS HOBOMU
MH(pOpMaAIUU C UMEIOIIMMCS 3HAHUEM 00ECIIeUMBAET JICWCTBHE TaKUX KOTHUTHUBHBIX
MEXaHU3MOB Kak (OKYCHUpOBAHME, WU MPOPUIMPOBAHUE (OTAEIBHBIX CMBICIIOB),
KOHIENTyaldbHasi  JepuUBalldsi, KOHIENTyalbHas METOHMMHUA, MeTadopa U
meTtapToHumus. [Ipopunupyemsle, nian Goxkycupyemblie CMbICIBI (KOHLIETITyalIbHbIE

aTpuOYTHBHBIE MPU3HAKH) COOTBETCTBYIOT HANpPAaBICHUSM HHTEPIIPETALUN 3HAHUA.
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Ha s1361k0BOM ypOBHE SI3BIKOBBIE MEXAHU3MbI PEATU3YIOT JEUCTBUE KOTHUTUBHBIX
MexaHu3MoB. MHTepnperanuss 1 00bEKTUBALMS SKCIEPTHOrO 3HAHUS MOCPEICTBOM
SI3BIKA OCYIIECTBIISIETCS Yepe3 MEXaHNU3Mbl METOHUMHYECKOTO M MeTa(OpHIeCKOTo
nepeHoca 3HA4YeHUs, CJIOBOMPOMU3BOJICTBA, BKJIOYAs IPOU3BOJICTBO CIOKHBIX,
CJIOYKHOTIPOM3BOJTHBIX €IMHUIL U aHATUTHYECKUX JIEPUBATOB, aOOpPEBUAIIHIO.

CosnmanHble  00O3HA4YEHUs  OTACIBHBIX  KOHIICITOB/TIOHSATHH  00JacTH
UH(GOPMAIIMOHHONW 0€30MaCHOCTU CBHUJICTEIBCTBYIOT O pealM3allii CEJICKTUBHOU
(GYHKIMA UHTEPTIPETAMA MUpPA B S3bIKE. TEpPMUHBI, PEICTABIAIOMNIE 0003HAYEHHUS
KOHIICTITOB Ha CyNEPOPANHATHOM YPOBHE, CIYKaIllMe TaKXKE Ha3BAaHUSIMH KaTETOpHid
JAHHOM SKCHEPTHOM cQepbl JACSITENbHOCTH, CBUACTEIBCTBYIOT O HAIUYUU Y
MHTEPIPETALNAN KJIacCU(pUIMpYIOLIEn GyHKIHH. B (dbopmHpoBaHUU
TEPMUHOJIOTHYECKUX HOMUHAIIUN, COICPKAIINX €TUHUIIBI C OLIEHOYHOW CEMaHTUKOMH,
YCMaTPUBAETCSA TIPOSBIICHHE OICHOYHOW (DYHKIIMM WHTEpIpETaliui. AHAIU3
CO3JaHHBIX CYOBEKTaMH HAYyYHO-TIPAKTUYCCKON NEATETLHOCTH TEPMHUHOJIOTHICCKUX
CAVHUI] TOJTBEPKAAeT OCOO0yI0 poJib S3BIKOBOM KOTHHUIIMM B  TIpoliecce
TEPMUHOTIOPOXKJICHUS: 0e3 3HaHWA s3bIKa (M B YAaCTHOCTH, Mojelei
CJIOBOIIOPOXKACHUSI) OOBEKTUBAIMS CYOBEKTaMU PE3YJIbTATOB IM03HABATEIHHON
JEATEIbHOCTU B DKCIIEPTHOM 00J1acTH Obl1a Obl HEBO3MOXKHA.

©Jlpoznosa T.B., 2023
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